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DETAILED ACTION 

1. Claims 1-17 have been presented for examination. 

2. The Second Preliminary Amendment, filed 5/14/04 has been considered. 

Drawings 

3. The drawings are objected to as failing to comply with 37 CFR 1 .84(p)(5) 
because they include the following reference character(s) not mentioned in the 
description: 200. 

4. The drawings are objected to as failing to comply with 37 CFR 1 .84(p)(5) 
because they do not include the following reference sign(s) mentioned in the 
description: Figure 4: elements 700, 710, 720, 730, 740, 750, 760, 770, 780. 

Corrected drawing sheets in compliance with 37 CFR 1.121(d) are required in 
reply to the Office action to avoid abandonment of the application. Any amended 
replacement drawing sheet should include all of the figures appearing on the immediate 
prior version of the sheet, even if only one figure is being amended. Each drawing sheet 
submitted after the filing date of an application must be labeled in the top margin as 
either "Replacement Sheet" or "New Sheet" pursuant to 37 CFR 1.121(d). If the 
changes are not accepted by the examiner, the applicant will be notified and informed of 
any required corrective action in the next Office action. The objection to the drawings 
will not be held in abeyance. 

Specification 
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5. The disclosure is objected to because of the following informalities. Appropriate 
correction is required. 

6. The attempt to incorporate subject matter into this application by reference to 
"other documents available from the Universal Plug and Play Forum, such as 
www.upnp.org on the internet" (page 1, line 20; page 5, line 23; page 12, line 29) is 
ineffective because: "The attempt to incorporate subject matter into the patent 
application by reference to a hyperlink and/or other forms of browser-executable code is 
considered to be an improper incorporation by reference. See >37 CFR 1.57(d) and< 
MPEP § 608.01 (p), paragraph I regarding incorporation by reference". 

7. The incorporation by reference will not be effective until correction is made to 
comply with 37 CFR 1 .57(b), (c), or (d). If the incorporated material is relied upon to 
meet any outstanding objection, rejection, or other requirement imposed by the Office, 
the correction must be made within any time period set by the Office for responding to 
the objection, rejection, or other requirement for the incorporation to be effective. 
Compliance will not be held in abeyance with respect to responding to the objection, 
rejection, or other requirement for the incorporation to be effective. In no case may the 
correction be made later than the close of prosecution as defined in 37 CFR 1.1 14(b), or 
abandonment of the application, whichever occurs earlier. 

Any correction inserting material by amendment that was previously incorporated 
by reference must be accompanied by a statement that the material being inserted is 
the material incorporated by reference and the amendment contains no new matter. 37 
CFR 1.57(f). 
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8. Page 14, lines 22 and 24 point to element "201", they should point to element 
"210". 

9. Page 17, line 2 points to element "3300", it should point to element "330". 

Claim Objections 

10. Claim 17 is objected to because of the following informalities: line 6 has at the 
end of the line. Appropriate correction is required. 

Claim Rejections - 35 USC §112 

11. The following is a quotation of the second paragraph of 35 U.S. C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

12. Claims 1-9 and 14 are rejected under 35 U.S.C. 1 12, second paragraph, as 
being indefinite for failing to particularly point out and distinctly claim the subject matter 
which applicant regards as the invention. 

13. Claim 1 recites, "validating whether the action request matches an action out of 
the set of action specified in the description; upon validating the action request to match 
the action, performing a default behavior consistent with the description" in lines 6-8. 
While it is understood what happens when the action request matches an action out of 
the set of actions specified in the description, it is unclear as to what happens when the 
action request does not match an action out of the set of actions specified in the 
description. 
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14. The term M of some number fewer than all of the set of actions" in claim 5, line 2 is 
a relative term which renders the claim indefinite. The term " of some number fewer 
than all of the set of actions" is not defined by the claim, the specification does not 
provide a standard for ascertaining the requisite degree, and one of ordinary skill in the 
art would not be reasonably apprised of the scope of the invention. 

15. The term "any number of the set of actions" in claim 14, line 3 is a relative term 
which renders the claim indefinite. The term "any number of the set of actions" is not 
defined by the claim, the specification does not provide a standard for ascertaining the 
requisite degree, and one of ordinary skill in the art would not be reasonably apprised of 
the scope of the invention. 

16. Claim 14 recites, "program code for checking. ..whether a user-provided action 
behavior implementation is presently hooked for the action; and program code for 
operating in a case that a user-provided action behavior implementation is presently 
hooked for the action..." (lines 3-6). While it is understood what happens when the user- 
provided action behavior implementation is hooked for action, it is unclear as to what 
happens when the user-provided action behavior is not hooked for action. 



Claim Interpretation 

17. Claim 5, recites "wherein the hooks interface user-provided action behavior 
implementations of some number fewer than all of the set of actions". It is unclear as to 
how "some number fewer than all of the set of actions" is defined. The specification 
recites, "User specified action implementations can be provided for some, all or none of 
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the actions specified in the service description documents 221 of the device" (page 14, 
lines 17-18), therefore, the claim was interpreted according to this statement. 

Claim Rejections - 35 USC § 102 

1 8. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(a) the invention was known or used by others in this country, or patented or described in a printed 
publication in this or a foreign country, before the invention thereof by the applicant for a patent. 

19. Claims 1-5, 13-16 are rejected under 35 U.S.C. 102(a) as being anticipated by 
Kim et al ("Design and Implementation of Home Network Systems Using UPnP 
Middleware for Networked Appliances", IEEE Transactions on Consumer Electronics, 
Volume 48, Issue 4, Nov 2002, page(s): 963 - 972). 

20. As to Claim 1 , Kim et al teaches: a method of generically emulating devices in a 
device connectivity protocol, the method comprising: processing a description of a 
device to be emulated in the device connectivity protocol, the description specifying a 
set of actions of the device (page 965, column 1, paragraphs 1 and paragraph 2, lines 
5-8; Figure 2, "display of device info" and "display of service and action info"; Figure 10 
and description); in response to receiving an action request per the device connectivity 
protocol, validating whether the action request matches an action out of the set of 
actions specified in the description (page 965, column 1 , paragraph 4; Figure 2, "Action 
Invocation" loop); upon validating the action request to match the action, performing a 
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default behavior consistent with the description (page 965, column 1, paragraph 4; 
Figure 2, "Action Invocation" loop). 

21 . As to Claim 2, Kim et al teaches: wherein performing the default behavior 
comprises producing a response message containing a default value consistent with a 
data type specified for a return parameter of the action in the description (page 965, 
column 1, paragraph 4; Figure 2, "User Request" and "Action Invocation" loops and 
description; page 967, column 1, paragraph 3). 

22. As to Claim 3, Kim et al teaches: wherein performing the default behavior for an 
action having a set of input and output parameters corresponding to state variables of 
the device comprises: setting the corresponding state variables of the device to values 
of the respective input parameters contained in the action request (page 968, column 2, 
last sentence); producing a response with output parameters set to values of the 
corresponding state variables of the device (page 965, column 1, paragraph 2, lines 6-8 
and paragraph 4); and producing an eventing message if the action modified any of the 
evented variables (page 965, column 1, paragraph 4; page 967, column 2, last 
sentence). 

23. As to Claim 4, Kim et al teaches: providing hooks to interface user-provided 
action behavior implementations, if any, for the set of actions (page 964, column 2, 
paragraph 2, lines 6-10; page 965, column 1, paragraphs 2-4); upon validating the 
action request to match the action, first checking whether there is a user-provided action 
behavior implementation for the action (Figure 2, "Action Invocation" loop); and 
performing the default behavior consistent with the description if there is no user- 
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provided action behavior implementation, and otherwise performing the user-provided 
action behavior implementation for the action (Figure 2, "Action Invocation" loop; page 
965, column 1, paragraph 2, lines 6-8 and paragraph 4). 

24. As to Claim 5, Kim et al teaches: wherein the hooks interface user-provided 
action behavior implementations of some number fewer than all of the set of actions 
(page 965, column 1, paragraph 4; Figure 2, "Action Invocation" loop). 

25. As to Claim 13, Kim et al teaches: computer-readable media having stored 
thereon a software framework of a generic device emulator for execution on a computer 
to provide emulation of an operation of a device within a device connectivity architecture 
consistent with a textual description of the device, wherein the description of the device 
specifies data formats of requests and responses for a set of actions that the device is 
capable of (page 965, column 1, paragraphs 1 and paragraph 2, lines 5-8; Figure 2, 
"display of device info" and "display of service and action info"; Figure 10 and 
description), the generic device emulator comprising: program code for receiving action 
requests directed to the device within the device connectivity architecture (page 964, 
column 2, paragraph 2, lines 6-10; page 965, column 1, paragraphs 2-4); program code 
for validating whether an action request matches that of an action specified in the 
description (page 965, column 1, paragraph 4; Figure 2, "Action Invocation" loop); and 
program code for performing a default behavior producing a response for the action 
consistent with the data format specified in the description (page 965, column 1 , 
paragraph 4; Figure 2, "Action Invocation" loop). 
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26. As to Claim 14, Kim et al teaches: program code for providing hooks to interface 
user-provided action behavior implementations of any number of the set of actions 
(page 964, column 2, paragraph 2, lines 6-10; page 965, column 1, paragraphs 2-4); 
and program code for checking upon validating that an action request matches that of 
the action specified in the description whether a user-provided action behavior 
implementation is presently hooked for the action (Figure 2, "Action Invocation" loop); 
and program code operating in a case that a user-provided action behavior 
implementation is presently hooked for the action to invoke the user-provided action 
behavior implementation in place of the default behavior (Figure 2, "Action Invocation" 
loop; page 965, column 1, paragraph 2, lines 6-8 and paragraph 4). 

27. As to Claim 1 5, Kim et al teaches: wherein performing the default behavior 
comprises producing a response message containing a default value consistent with the 
data format of the response specified for the action in the description (page 965, column 
1, paragraph 4; Figure 2, "User Request" and "Action Invocation" loops and description; 
page 967, column 1 , paragraph 3). 

28. As to Claim 16, Kim et al teaches: wherein the program code for performing the 
default behavior for the action in which the data format of the request and response has 
a set of input and output parameters corresponding to state variables of the device 
comprises: program code for setting the corresponding state variables of the device to 
values of the respective input parameters contained in the action request (page 968, 
column 2, last sentence); and program code for producing the response with output 
parameters set to values of the corresponding state variables of the device (page 965, 



Application/Control Number: 10/676,350 
Art Unit: 2123 



Page 10 



column 1, paragraph 2, lines 6-8 and paragraph 4). 

Claim Rejections - 35 USC § 103 

29. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

30. Claims 6, 8 and 9 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Kim et al as applied to claim 1 above, and further in view of Chirashnya et al (US 
Patent 6,560,720). 

31 . Kim et al teaches generically emulating devices in a device connectivity protocol, 
processing the description of an emulated device, receiving an action request per the 
device connectivity protocol and upon validating the action request to match the action, 
performing the default behavior consistent with the emulated device description. 

32. Kim et al does not expressly teach applying a defect behavior to messages 
produced to emulate the device, randomly applying a defect behavior out of a set of 
defect behaviors to messages produced to emulate the device in the device connectivity 
protocol and invoking a user-provided implementation of the defect behavior. 

33. Chirashnya et al teaches improved methods for fault simulation and diagnostics 
in packet-switched data networks wherein errors are systematically injected into a data 
network for the purposes of debugging and diagnostics (column 2, lines 40-47), to 
overcome existing problems in debugging and diagnostics that include time consuming 
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processes (column 1 , lines 55-59), the need to take the network off-line to diagnose 
non-deterministic failures (column 2, lines 8-15), the inability of testing tools to simulate 
transient, non-deterministic failures, and the inability to allow errors to be injected and 
altered on the fly during a simulation (column 2, lines 34-37). Chirashnya et al teaches 
applying a defect behavior to messages (column 7, lines 42-43; Figure 3, element 112), 
wherein applying the defect behavior comprises invoking a user provided 
implementation of the defect behavior (column 7, lines 46-52; column 24, lines 32-40) 
and randomly applying a defect behavior out of a set of defect behaviors to messages 
produced to emulate the device in the device connectivity protocol (column 7, lines 43- 
52). 

34. Kim et al and Chirashnya et al are analogous art since they are both directed to a 
computer network system wherein devices communicate with one another through a 
device connectivity protocol. 

35. It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the emulation of devices in a device connectivity protocol 
as taught by Kim et al to include applying a defect behavior to messages, wherein 
applying the defect behavior comprises invoking a user provided implementation of the 
defect behavior and randomly applying a defect behavior out of a set of defect 
behaviors to messages produced to emulate the device in the device connectivity 
protocol as taught by Chirashnya et al since Chirashnya et al teaches improved 
methods for fault simulation and diagnostics in packet-switched data networks wherein 
errors are systematically injected into a data network for the purposes of debugging and 
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diagnostics (column 2, lines 40-47), to overcome existing problems in debugging and 
diagnostics that include time consuming processes (column 1, lines 55-59), the need to 
take the network off-line to diagnose non-deterministic failures (column 2, lines 8-15), 
the inability of testing tools to simulate transient, non-deterministic failures, and the 
inability to allow errors to be injected and altered on the fly during a simulation (column 
2, lines 34-37). 

36. Claim 7 is rejected under 35 U.S.C. 103(a) as being unpatentable over Kim et al 
as modified by Chirashnya et al as applied to claim 6 above, and further in view of 
Krumel (US Patent 7.013,482). 

37. Kim et al as modified by Chirashnya et al teach generically emulating devices in 
a device connectivity protocol wherein defect behavior is applied to messages produced 
to emulate the device in the device connectivity protocol. 

38. Kim et al as modified by Chirashnya et al do not expressly teach wherein the 
defect behavior is applied to packets of a particular type. 

39. Krumel teaches a relatively inexpensive, uncomplicated "plug and play" type of 
internet protection system that can be easily connected and configured by relatively 
unsophisticated users that filters internet data packets in real time and without packet 
buffering (column 2, lines 10-19; column 2, line 60-column 3, line 4) wherein a packet 
type of a received packet data is determined, then, it is determined whether to pass or 
fail the packet (column 6, lines 43-53). If the packet passes, it is relayed on to the 
computers on the network, or if it fails, it is "junked" by changing the bits in a manner 
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such that the packet is corrupted and will be detected by the receiving computers as 
invalid or unacceptable (column 4, line 59-column 5, line 4). This junking of a packet 
applies defect behavior to the packet of a particular type. 

40. Kim et al as modified by Chirashnya et al and Krumel et al are analogous art 
since they are directed to applying defect behavior to messages in a device connectivity 
protocol. 

41 . It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the application of defect behavior to messages produced 
to emulate the device in the device connectivity protocol as taught by Kim et al as 
modified by Chirashnya et al to further include applying defect behavior to packets of a 
particular type as taught by Krumel since Krumel teaches a relatively inexpensive, 
uncomplicated "plug and play" type of internet protection system that can be easily 
connected and configured by relatively unsophisticated users that filters internet data 
packets in real time and without packet buffering (column 2, lines 10-19; column 2, line 
60-column 3, line 4). 

42. Claims 1 0 and 1 1 are rejected under 35 U.S.C. 1 03(a) as being unpatentable 
over Krumel, in view of Kim et al and Dugan et al ("Design of Interfaces for Power 
Systems Analysis Components", Power Engineering Society Summer Meeting, Volume 
2, 18-22, Page(s): 852 - 857, July 1999). 

43. As to Claim 10, Krumel teaches: reading a defect configuration representing at 
least one defect behavior to be applied to a type of packet transmitted from a device per 
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the device connectivity protocol (column 4, line 66-column 5, line 4; column 6, lines 26- 
30 and lines 43-53; column 11, lines 6-13); upon producing the packet of a type for 
which a defect behavior is represented in the defect configuration, applying the defect 
behavior to the packet (column 4, line 66-column 5, line 4; column 6, lines 43-53; 
column 11, lines 6-13); and transmitting the packet as modified by applying the defect 
behavior (column 4, line 66-column 5, line 4; column 11, lines 57-66). 

44. Krumel fails to teach transmitting packets from emulated devices in a device 
connectivity protocol and representing the defect configuration in a tagged text format. 

45. Kim et al teaches a home network system employing Universal Plug and Play 
middleware that allow devices to join and leave the network and to learn about other 
networked home appliances, and a compact embedded interface device for networked 
home appliances that provides a common interface between the networked home 
appliances (page 963, Introduction, paragraphs 2 and 5), wherein the household 
devices are emulated in the system using XML descriptions (Table 2; page 965, column 
1 , paragraph 1 ; Figure 10) and wherein the system is tested in a laboratory (Figure 15 
and description). 

46. Dugan et al teaches an exposition of ideas for industry standard interfaces 
between software applications and models since there is an obvious need for software 
applications and component models from different vendors to inter-operate (pate 852, 
Introduction, paragraph 1, sentence 1 and paragraph 4, sentence 1) wherein the 
standard interface tending toward a minimal an generic approach enabling "plug and 
play" capability is a sensible approach (page 854, column 1, last paragraph) and 
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wherein extensible Markup Language (XML) is a popular technology using tagged text 
streams as a data transfer means that has great potential application to power system 
analysis since market-up documents have a natural hierarchical structure corresponding 
to most power system models (page 853, section II, paragraph 4; page 856, section C). 

47. Krumel, Kim et al and Dugan et al are analogous art since Krumel and Kim et al 
teach the communication between devices in a device connectivity protocol, wherein 
Kim et al teaches the devices in the connectivity protocol described through an XML 
description, and Dugan teaches the use of tagged text in XML. 

48. It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the application of defect behavior to packets transmitted 
between devices in a device connectivity protocol as taught by Krumel to transmit these 
defective packets between emulated devices as taught by Kim et al for the purposes of 
testing a networked system including emulated devices since Kim et al teaches the 
testing of emulated devices in a device connectivity protocol in a home network system 
employing Universal Plug and Play middleware that allow devices to join and leave the 
network and to learn about other networked home appliances, and a compact 
embedded interface device for networked home appliances that provides a common 
interface between the networked home appliances (page 963, Introduction, paragraphs 
2 and 5; Figure 15 and description). 

49. It would have been obvious to one of ordinary skill at the time the invention was 
made to modify the defect behavior to be applied to a type of packet transmitted in a 
device connectivity protocol as taught by Krumel to be represented in a tagged text 
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format as taught by Dugan et al since Dugan et al teaches an exposition of ideas for 
industry standard interfaces between software applications and models since there is an 
obvious need for software applications and component models from different vendors to 
inter-operate (pate 852, Introduction, paragraph 1, sentence 1 and paragraph 4, 
sentence 1) wherein extensible Markup Language (XML) is a popular technology using 
tagged text streams as a data transfer means that has great potential application to 
power system analysis since market-up documents have a natural hierarchical structure 
corresponding to most power system models (page 853, section II, paragraph 4; page 
856, section C). 

50. As to Claim 1 1 , Krumel as modified by Kim et al and Dugan et al teach: wherein 
applying the defect behavior comprises invoking a user-provided implementation of the 
defect behavior (Krumel: column 4, line 66-column 5, line 4; column 12, lines 8-12; 
column 15, lines 5-10; column 21, lines 57-64) wherein the user defined failure criteria 
invokes the application of defect behavior. 

51. Claim 12 is rejected under 35 U.S.C. 103(a) as being unpatentable over Krumel 
as modified by Kim et al and Dugan et al as applied to claim 1 1 above, and further in 
view of Chirashnya et al. 

52. Krumel as modified by Kim et al and Dugan et al teach emulating devices in a 
device connectivity protocol wherein defect behavior is applied to packets transmitted 
between devices. 
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53. Krumel as modified by Kim et al and Dugan et al do not expressly teach 
randomly applying a defect behavior out of a set of defect behaviors to messages 
produced to emulate the device in the device connectivity protocol. 

54. Chirashnya et al teaches improved methods for fault simulation and diagnostics 
in packet-switched data networks wherein errors are injected into a data network for the 
purposes of debugging and diagnostics (column 2, lines 40-47), to overcome existing 
problems in debugging and diagnostics that include time consuming processes (column 
1 , lines 55-59), the need to take the network off-line to diagnose non-deterministic 
failures (column 2, lines 8-15), the inability of testing tools to simulate transient, non- 
deterministic failures, and the inability to allow errors to be injected and altered on the 
fly during a simulation (column 2, lines 34-37) wherein a defect behavior out of a set of 
defect behaviors is randomly applied to messages produced to emulate the device in 
the device connectivity protocol (column 7, lines 43-52). 

55. Krumel as modified by Kim et al and Dugan et al and Chirashnya et al are 
analogous art since they are directed to applying defect behavior in to messages 
transmitted between devices in a device connectivity protocol. 

56. It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the application of defect behavior to packets transmitted 
between devices as taught by Krumel as modified by Kim et al and Dugan et al to 
further include the random application of a defect behavior as taught by Chirashnya et 
al since Chirashnya et al teaches improved methods for fault simulation and diagnostics 
in packet-switched data networks wherein errors are injected into a data network for the 
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purposes of debugging and diagnostics (column 2, lines 40-47), to overcome existing 
problems in debugging and diagnostics that include time consuming processes (column 
1, lines 55-59), the need to take the network off-line to diagnose non-deterministic 
failures (column 2, lines 8-15), the inability of testing tools to simulate transient, non- 
deterministic failures, and the inability to allow errors to be injected and altered on the 
fly during a simulation (column 2, lines 34-37). 

57. Claim 17 is rejected under 35 U.S.C. 103(a) as being unpatentable over Kim et al 
as applied to claim 13 above, in view of Krumel and Dugan et al. 

58. Kim et al teaches emulating devices in a device connectivity protocol consistent 
with a textual description of the device wherein action requests are received by devices 
in the device connectivity protocol, wherein the devices are described as XML 
documents (Figure 10 and description). 

59. Kim et al does not expressly teach program code for reading a defect 
configuration representing in a tagged text format at least one defect behavior to be 
applied to a type of packet transmitted from the emulation of the device within the 
device connectivity architecture; program code for applying the defect behavior to a 
packet upon producing the packet of a type for which a defect behavior is represented 
in the defect configuration, and program code for transmitting the packet as modified by 
applying the defect behavior. 

60. Krumel et al teaches a relatively inexpensive, uncomplicated "plug and play" type 
of internet protection system that can be easily connected and configured by relatively 
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unsophisticated users that filters internet data packets in real time and without packet 
buffering (column 2, lines 10-19; column 2, line 60-column 3, line 4) that includes 
reading a defect configuration representing at least one defect behavior to be applied to 
a type of packet transmitted from a device per the device connectivity protocol (column 
4, line 66-column 5, line 4; column 6, lines 26-30 and lines 43-53; column 1 1 , lines 6- 
13); upon producing the packet of a type for which a defect behavior is represented in 
the defect configuration, applying the defect behavior to the packet (column 4, line 66- 
column 5, line 4; column 6, lines 43-53; column 11, lines 6-13); and transmitting the 
packet as modified by applying the defect behavior (column 4, line 66-column 5, line 4; 
column 11, lines 57-66). 

61 . Dugan et al teaches an exposition of ideas for industry standard interfaces 
between software applications and models since there is an obvious need for software 
applications and component models from different vendors to inter-operate (pate 852, 
Introduction, paragraph 1, sentence 1 and paragraph 4, sentence 1) wherein the 
standard interface tending toward a minimal an generic approach enabling "plug and 
play" capability is a sensible approach (page 854, column 1 , last paragraph) and 
wherein extensible Markup Language (XML) is a popular technology using tagged text 
streams as a data transfer means that has great potential application to power system 
analysis since market-up documents have a natural hierarchical structure corresponding 
to most power system models (page 853, section II, paragraph 4; page 856, section C). 

62. Kim et al, Krumel and Dugan et al are analogous art since Kim et al and Krumel 
teach the communication between devices in a device connectivity protocol, wherein 



Application/Control Number: 10/676,350 Page 20 

Art Unit: 2123 

Kim et al teaches the devices in the connectivity protocol described through an XML 
description, and Dugan teaches the use of tagged text in XML. 

63. It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the emulation of devices in a device connectivity protocol 
as taught by Kim et al by including program code for reading a defect configuration 
representing format at least one defect behavior to be applied to a type of packet 
transmitted from the emulation of the device within the device connectivity architecture, 
program code for applying the defect behavior to a packet upon producing the packet of 
a type for which a defect behavior is represented in the defect configuration, and 
program code for transmitting the packet as modified by applying the defect behavior as 
taught by Krumel et al since Krumel et al teaches a relatively inexpensive, 
uncomplicated "plug and play" type of internet protection system that can be easily 
connected and configured by relatively unsophisticated users that filters internet data 
packets in real time and without packet buffering (column 2, lines 10-19; column 2, line 
60-column 3, line 4). 

64. It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the emulation of devices in a device connectivity protocol 
wherein the devices are described as XML documents (Figure 10 and description) as 
taught by Kim et al to include the use of tagged text as taught by Dugan et al since 
Dugan et al teaches an exposition of ideas for industry standard interfaces between 
software applications and models since there is an obvious need for software 
applications and component models from different vendors to inter-operate (pate 852, 
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Introduction, paragraph 1, sentence 1 and paragraph 4, sentence 1) wherein extensible 
Markup Language (XML) is a popular technology using tagged text streams as a data 
transfer means that has great potential application to power system analysis since 
market-up documents have a natural hierarchical structure corresponding to most 
power system models (page 853, section II, paragraph 4; page 856, section C). 

Conclusion 

65. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

66. Kastner et al, ("How Dynamic Networks Work: A Short Tutorial on Spontaneous 
Networks", Proceedings of the 8 th International IEEE Conference on Emerging 
Technologies and Factory Automation, vol.1, page(s): 295 - 303, 15-18 Oct. 2001) 
teaches the basic concepts of dynamic networks including Universal Plug and Play. 

67. Huck et al ("I/O Device Emulation in the Stanford Emulation Laboratory", 
Proceedings of the 12th Annual Workshop on Microprogramming, Pages: 101 - 108, 
1979), teaches the implementation of an I/O device emulation system for a universal 
host machine. 

68. Parker (US Patent 5,822,520) teaches generating test packets to be used in 
developing network protocol devices. 

69. Edwards et al (US Patent 4,718,064) teaches a test system for evaluation of 
various computer peripheral controller devices wherein the system includes a peripheral 
emulator. 
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70. Kumar et al (US Patent 7,017,148) teaches an apparatus and method for UPnP 
device code generation using XML. 

71 . Any inquiry concerning this communication or earlier communications from the examiner 
should be directed to Mary C. Jacob whose telephone number is 571-272-6249. The examiner 
can normally be reached on M-F 7AM-5PM, 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Paul Rodriguez can be reached on 571-272-3753. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private 
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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Examiner 
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